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Enjeux de la securité mobile

| es terminaux mobiles :

Accesau S|
email
Messagerie instantanée
Documents
Applicatifs métiers

Particulierementexposes
Forte mobilité
Fréguentes connexions sWiFi
Le plus souvent allumeé et connecté

Confianceet habitudes de
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Enjeuxorganisationnels.

Porosite pro/perscnotamment BYOD
Terminaux le plus souvent
dejadéployes

VIP

Enjeuxtechniques:

2 systemedAndroid et iIOS

Variété dessurcouche#&ndroid
constructeurs.

OSet Androidont étés concus pour
le grand public.



Implémentation de stratégies professionnelles

APPLE GOOGLE
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R Android EnterpriseNork profile
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Locations
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Enrollment Information

Accounts
3 Managed Apple IDs
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Device Assignments Device Management Settings

3 Devices

Accounts
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Content

Apple Configurator 2
Apps and Books 0 Devices
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Evolutionverst Q! yBnd@phir8 Management

Universal management and security for devices, apps and data

2010 2014 ZAON RS

MDM ) EMM ) UEIV

Devices + Apps + Laptops
+ Content + Security
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Et Sophos Mobilelanstout cela?
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IDCMarketScape2019

Sophos Mobile/UEM is a
LEADEIN the 2019/ 2020 IDC
MarketScape for SMB#2
overall

a C2 NJ {k_a. a2z {2LKz2ad I R2l OS
and networking/secure access products meshes
well with the EMM/UEM offerings, allowing a
small team or single IT administrator to have a
centralized source for purchasing and support as
well as unifying all aspects of security and device
management, including endpoint antivirus on PCs
to EMM/UEM and MTM security on
aYl NULIK2yYy Sa de

G{2LK24a LYOGSNOSLIi - F2NJ a
management application for Android and iOS and

IS a strong ordevice threat detection solution for ,
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IDC MarketScape Worldwide Enterprize Mobility Man

Capabilities

Source: IDC, 2019

Small and Medium-5Sized Businesses
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BlackBerry Google
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Zoho/ManageEngine
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baramundi Miradore

Strategies




Visionnaire / Top PlayeUnified Endpoint Management

Seul éditeut

Gartner Magic Quadrant
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Figure 3: Unified Endpoint Management Market Quadrant, 2019°

These graphics are published by Gartner, Inc. as part of a larger research document and should be evaluated in théheoateikeadocument. The Gartner documents are available upon request from Sophos.

Gartnerdoesnot endorseanyvendor productor servicedepictedin itsresearchpublicationsand doesnot advisetechnologyuserso selectonlythosevendorswith the highestratingsor other designation Gartnerresearchpublicationsconsistofthe
opinionsof Gartner'sresearctorganizationandshouldnot beconstruedasstatementsof fact. Gartnerdisclaimsall warranties,expressear implied,with respecto thisresearchjncludinganywairrantiesof merchantabilityor fitnessfor a particular
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Market Impact Analysis™
2019 Mobile Threat Defense Industry Assessment

v Symantec
3 *s w *S Lookout
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$14,000 $12,000 $10,000 $8,000

$6,000

$4,000 $2,000

Annual Cost of Deployment for 100 Devices
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D\2olil@ TihreatDefenselndustry Assessment !

Entirely unsolicited by
ourselves !

" seryeR Anti-malware, web filtering,

network attack and
compliance tests
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Meilleur Antivirus Android

AVComparatives.org a mis 250
antivirus Android sur le banc
RQSaal A

Résultats publiés chague année
(derniers en mars 2019)

Sophos IntercepK Mobile fait
partie des 23 solutions
parfaitement efficaces (100% de
détection des malwares avec 0%
de fausse alarme).

https://www.av-

comparatives.org/tests/android
test-2019250-apps/

SOPHOS

100% since
September 2014,
28 tests in a row!
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I0S, Android, Windows, macOS
Gonfigurationand policies

SOPHOS

Inventoryand asset management
Reporting

Email and document container
Publish content

Containeronly Management
Native OS containerization

Sophos Mobile

Unified Endpoint Management

APPS

Install, remove, view apps
Enterprise app store

App control
Whitelist/blacklist

Compliance rules and remediation
Deep Learning Malware & ransomware
detection, PUA detection

Anti-phishing, Web protection, web

filtering,MiTM detection v



ConteneurSophos Secure Workspace

aux données et contenu

Publication de documents

Acces aux documents depuis un stockage
le serveur Sophos, des servelyebDavou dans un
O2YLIWS / ft2dzR RQSY i NBLINR &

Les documents sont stockés chiffrés dans le
Sécurisé par mot de passe

Navigateur sécurisé configurable par politique

Appareil Photo sécurisé
stockage des photos dans le conteneur
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Conteneur Sophos Secure Emaill

Acces aux mels, agenda et contacts
professionnel sur Exchange et Office 365

Politigue de verrouillage du conteneur sur
terminal non conforme

Visibilité des fichiers chiffrés avec SafeGu&Es

dans Secure Workspace sans quitter le
conteneurEmail

Export des contacts vers le terminal

Calendrier unifié avec le calendrier natif dt
terminal

Support du login par biométrie

SOPHOS
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Mobile Threats

[ARD

'ROTECTION
hos
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App Level

V Mobile Malware
V Mobile Ransomware
V Clickfraud
V Mining Apps

V PUA

V Compromised Apps

< <K<K KL<

100% since \
September 2014
20 tests in a row!

A\

Network Level

MitM
Decrypting traffic

Malicious Websites
Cellular Network Attacks
Bluetooth/NFC

SOPHOS
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l Network >

MitM Detection

Name

SSL Stripping
Content manipulation
SSL interception

ARP Spoofing
DNS redirect
Wrong DNS lookup

Details

Check if known sites redirect to https

Check known website content (hashed)

Check if expected certificates are the same

Check if MAC of the gateway changes

Two different URLSs resolve to the same IP

Two different DNS servers respond differently for a request

+ capture portal detection

SOPHOS
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MitM Detection - User experience Android

Suspicious Wi-Fi connection detected
We detected a suspicious behavior of your Wi-Fi connecti

DISCONNECT IGNORE OPEN BROWSER

en

Google Create Play Play Store
[ X
d O 0O
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